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Terra: A virtual machine-based platform lor trusted computing psu.ato [PDF) 

T Garfinkel, 8 Pfalf, J Chow, M Rosenblum, ... - ACM SIGOPS 2003 - portai.acni.org 

Page 1 . Terra: A Virtual Machine-Based Platform for Trusted Computing Tal ... We discuss 

related work in section 6 and conclude in section 7. 2. TERRA ARCHITECTURE At 

the heart of Terra is a virtual machine monitor (VMM). Like ... 
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Nexus: a new operating system for trustworthy computing psu.edu [PDA 

A Shieh, D Williams, EG Sirer, FB .... - Proceedings of the ... :! 2005 - poi1al.acm.org 
... Since each application requires a full-blown virtual machine, this approach does not 
scale well with increasing numbers of domains (eg applications). Terra executes drivers 
at high privilege, so its TCB is larger than that of Nexus. ... 



Semantic remote attestation: A virtual machine directed approach to trusted ... psu>.edy [PDF] 

V Haider, D Chandra, M Franz - USENiX Virtual Machine Research and 2004 iisenix.org 

... Palladium is said to have a high-assurance trusted microkernel running on hardware (called 

the nexus) that provides strong isolation between legacy untrusted and newer trusted applications, 

as well as among trusted applications. ... Terra: A virtual machine-based platform for ... 

CJiedbvj23 - Related sl«^ - MJ 6 visions 



A logical account of NGSCB psu.afa [PDFl 

M Abadi, T Wobber - Lecture notes in computer science, 2004 - Springer 

... it loads a Nexus Computing Agent (NCA). The Nexus may be implemented, for 

example, by combining a virtual-machine hypervisor with a trusted guest operating 

system [1 0,15]. For simplicity, we focus on situations with one ... 

Sid bv i ■ Rebted Jtfcies - BlDireci - §7v§[sions 



Optimal parameter selection for efficient memory integrity verification using merkle ... 

D Williams, EG Sirer • 2004 ■ dspacejtay.eomelLedu 

... The Nexus provides a very general interface by which ap- plications direct the kernel 
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to create a protected memory region of a given size, using a given blocksize. ... Terra: 
A Virtual Machine-Based Platform for Trusted Computing. ... 

[pdfi European multilateral secure computing base rab.de PDF] 

AR Sadeghi, C Stuble, N Pohlmann ■■ Dalenschutz unci Datensicherheii 2004 •■ hgi.fub.de 
... comparable component. An alternative Nexus ensures the privacy of the user par- 
ticularly in the context of DRM-capable platforms. Terra Terra is a trusted virtual machine 
monitor (VMM) proposed by the Stanford Univer- sity [1 1 ]. The ... 

V Hakhr, M Franz - Proceedings of the 2004 workshop on New..,, 2004 ■ porta!,acm,org 
... Palladium is said to have a high-assurance trusted microkernel running on hardware (called 
the nexus) that provides strong isolation between legacy untrusted ... [15] T. Garfinkel, B. Pfaff, J. 
Chow, M. Rosenblum, and D. Boneh; Terra: A virtual machine-based platform for trusted ... 
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A Trusted Computing Model Based on Code Authorization 
G Wet, X Zhou, H Zhang - Proceedings of the 2008 2008 • doi.ieeecomputersociety,ofg 
... Secure Storage. Leverage the TPM to encrypt the key files in the isolated disks. In this system, 
NEXUS in NGSCB supports it. ... Terra: A Virtual Machine Based Platform for Trusted Computing, 
SOSP'03, Bolton Landing, New York, USA. Octoberl 9-22, 2003, pp.193-206. ... 

Towards multilateral secure computing platforms — with open source and trusted ... 
AR Sadeghi, C StObie - Information Security Technical Report 2005 - Elsevier 
... component. An alternative Nexus ensures the user privacy particularly with respect 
to DRM-capable platforms. Terra. Terra is a trusted Virtual Machine Monitor (VMM) 
proposed by Stanford University (Garfinkel et al, 2003). The ... 
Own -u\^k.ic^ 

The future of trusted computing: an outlook 

K Kursawe - Trusted computing, 2005 - books google.com 

... Terra: a virtual machine-based platform for trusted computing. ... PTEC), 80, 122, 220 persistent 
storage, 123 A 1 monotonic counters, 127-8 Nexus Computing Agents ... 1 17 trusted applications, 
80 with the Trusted Platform Alliance (TPM), 129-32 Virtual Machine Monitors (VMMs ... 
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